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mIEC62443 I3 H# AT Lt F* 2T D2V 1Y /T 1Y —%h/—L 1Mk
5T S MBIEORE(EDSARRIE®) HEC62443ICHRAZN D5 M

maq |V - BT
Qm&*/w—a N
; 1 IEc62443-1 T TTAT A <PFERMNE >
$EWE
* ﬁ IEC62443-2 Q =i -WI HENE XN~ .
, ; W -EA-70eA L oS “WiB
' L R
L Q Q
I - o A= EYRNT—2
| ; 0 Iéqﬁs.z;;a’__z EWS DCSl/Master PLC :I/PLC .
, L] I =
g ! — | Je—wkashg—y 190 ISASe:g)e
| DCSY Slave 2% EDSA E.E
: 3| IEC62443-4
B aUF-RFINIR
| G
s CBY SBY CBP
I § B FOFIT-SBE
\ 4 \ 4

%x1) IEC62443MCyber securityD#¥{L{EMIE., IEC/TC65/WG10448 Y (HAEARFMIZJEMIMAD i)
%2) EDSA:Embedded Device Security Assurance: R (AR —2 b OREE7/O95L—IEC62443-4IciBEENTLVD
%3) WIB: International Instrument User’ s Association —IEC62443-2-4icig TLy

DCS: Distributed Control System PLC: Programmable Logic Controller PIMS: Process Information Management System
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CSMSEREE

(Cyber Security

Management System)

\

ISA Reference

ISA-B62443-1-1+

IEC Reference
IEC/TS 62443-1-1+

Terminology, concepts and modelss

Fublished, Under
Revision«

ISA-TRB2443-1-2¢

IEC/TR 62443-1-2¢

Master glossary of terms and
abbreviations«<

Under Development.|

ISA-B62443-1-3+

IEC 62443-1-3-

System securty compliance metrics«

Under Development.|

_/SA2443,1:4_| JECITR 62443142 | IACS securlylife gycleandusecase:, _| _ Proposed:
r ISA-B2443-2-1# IEC 62443-2-1+ IACS securnty management system — Published, Under
\ Requirements«~ Revision« ,
- ISJ_A-BEéL?E-Ea_ - IEE 65433-2&_ ECS_ser:?rity_malEgeFengysgm =T T ?roEsea -
Implementation guidance.
ISA-TRB2443-2-3- | IEC/TR 62443-2-3+ | Patch managementin the IACS Under Development.|
environment.
( == \ ISA-B2443-2-4a IEC 62443-2-4+ Requirements for IACS solution suppliers< | Under development |
EDSAZREIE within IEC TC65
WG10e
(Embedded Device ISA-TRB2443-3-1- | IEC/TR 62443-3-1+ | Securty technologies for IACS« Published«~
Security Assurance) ISA-62443-3-2+ IEC 62443-3-2- | Security assurance levels for zones and Under Development-|
conduits«
ISA-62443-3-3¢ IEC 62443-3-3~ System security requirements and Published-
security assurance levels«
I, ISA-62443-4-10 | IEC 62443-4-1¢ | Product Development Requirementse Under Development-| |

ISA-62443-4-2+

IEC 62443-4-2+

Technical security requirements for IACS
componentss

Under Development.|
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Programmable Logic Controller (PLC), Distributed Control System (DCS) controller
Safety Logic Solver, Programmable Automation Controller (PAC)

Intelligent Electronic Device (IED), Digital Protective Relay

Smart Motor Starter/Controller, SCADA Controller, Remote Terminal Unit (RTU)
Turbine controller, Vibration monitoring controller, Compressor controller

®|SASecure EDSASRETF#HIA A1 38 :

Supplier

Honeywell Process
Solutions

RTP Corporation

Honeywell Process
Solutions

Honeywell Process
Solutions

Type

Safety Manager

Safety manager

DCS Controller

Fieldbus
Controller

Model

HPS 1009077
001
RTP 3000

Experion C300

Experion FIM

Certificate / Certificat
Zertifikat /| S

HPS 1108033 CO01
enibd feetn (OIS TNT T

Experion® C300 Controlier
Mo

wped 0y

Version Level Honeywell Process Solutions
Phoenix, Arizona

USA

It fme (TTRE30C e Tw WAV eEATETeSLT 3

R1451 EDSA 2010.1 Level
1

ISASocure ™ Embedded Device Security
Assurance Program
2010.1

Ad4.36 EDSA 2010.1 Level
2

R400 EDSA 2010.1
Levell

R400 EDSA 2010.1 Level
1

Hi B : T1SA Security Compliance Institute (ISCI) and ISASecure™
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Reportis) EL120140001(C-8-201)00001
201457R148  July 14, 2014 CRT Test Report
CSSCREIKS MU—13 R ERWEBTS. mEAzE
CSSC Certification Lab. ferchry ns that the: E1120140001 (C-B-101)00001
Certification Report
CENTUM VP Controller
Model number : CP461:Vnet/IP Firmware R18
System Software Version : R5.03.00
WAREHST
REBERGHPE2-9-32
ISASecure Charterd Laboratory
Yokogawa Electric Corporation CSSC BESRS -

2-9-32 Nakacho, Musashino-shi, Tokyo, 180-8750 Japan {CSSC Certification Laboratory)
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LIERBRTROMEEFCEIVTIHEL. {a-1 SAKURAGI 3-CHOME TAGAIO CITY,
Has boen assessed per the releviant requirements of: MIYAGI 985-0842 JAPAN)
ISASecure* Embedded Device Security Assurance 2010. 1 Ucense :ISCI-CLO002
TROEHEARLTVSILERELR.
And mects the requirements for

LEVEL1 & 8
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